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1 Contexte/Context

Privacy-preserving cryptographic protocols and primitives, such as homomorphic encryption (HE),
have been applied to increasingly more applications in the recent decade. However, applying them to
any given use case usually results in huge performance penalty, both for the runtime of the actual use
case, and for the communication between the involved parties.

Looking at applications involving HE, one can use symmetric ciphers in so-called hybrid homo-
morphic encryption (HHE) (also called trans-ciphering) to address the large communication overhead
between a client encrypting the data and a server performing the homomorphic computations. How-
ever, the reduced communication overhead then usually comes at the cost of a larger server runtime
overhead, which depends on the symmetric cipher used in HHE.

2 Attendus du projet/Expectations

The aim of his project is to :

• Study the mechanism of two recent HHE friendly symmetric ciphers, namely HERA [4] and Rubato [6].

• Implement the aforementioned ciphers in popular HE protocols, specifically, HERA in BFV [5, 1] and
BGV [2], and Rubato in CKKS [3], in the programming language the working group adept at.

• If time allows, this project can further implement key recovery attacks on Rubato and/or HERA, and
try to propose countermeasures to resist against such attacks with the supervisors.
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